SAFEQ SECURE QUERY PROCESSING IN SENSOR NETWORKS

The architecture of two-tiered sensor networks, where storage nodes serve as an intermediate tier
between sensors and a sink for storing data and processing queries, has been widely adopted
because of the benefits of power and storage saving for sensors as well as the efficiency of query
processing. However, the importance of storage nodes also makes them attractive to attackers.
SQ, a protocol that prevents attackers from gaining information from both sensor collected data
and sink issued queries. SQ also allows a sink to detect compromised storage nodes when they
misbehave. To preserve privacy, SQ uses a novel technique to encode both data and queries such
that a storage node can correctly process encoded queries over encoded data without knowing
their values. To preserve integrity, two schemes are used one using Merkle hash trees and
another using a new data structure called neighborhood chains to generate integrity verification
information so that a sink can use this information to verify whether the result of a query
contains exactly the data items that satisfy the query. We want to design a protocol that prevents
attackers from gaining information from both sensor collected data and sink issued queries,
which typically can be modeled as range queries, and allows the sink to detect compromised
storage nodes when they misbehave. For privacy, compromising a storage node should not allow
the attacker to obtain the sensitive information that has been, and will be, stored in the node, as
well as the queries that the storage node has received, and will receive. Note that we treat the
queries from the sink as confidential because such queries may leak critical information about
query issuers interests, which need to be protected especially in military applications. For
integrity, the sink needs to detect whether a query result from a storage node includes forged data
items or does not include all the data that satisfy the query. There are two key challenges in
solving the privacy and integrity-preserving range query problem. First, a storage node needs to
correctly process encoded queries over encoded data without knowing their actual values.
Second, a sink needs to verify that the result of a query contains all the data items that satisfy the

query and does not contain any forged data.



