CONFIDENTIALITY PRESERVING CRYPTOGRAPIC CLARIFICATION
FOR CLOUD STORAGE

ABSTRACT

In this thesis, we propose a novel equality test scheme aiming to solve the
problem of equality test over ciphertext. Our scheme adopts the identity-based
approach to make the solution more practical. To further ensure the integrity of
cloud data, which can be first encrypted using our identity-based encryption with
equality test, we propose cryptographic protocols suitable for the novel PAYG
payment model to address the problems of data integrity checking in the cloud.
The first protocol is time encapsulated that ensures the original file can be retrived
after successful auditing by a client. The second protocol is a privacy-preserving
public auditing protocol that allows a third-party auditor (TPA) to audit outsourced
data on behalf of its clients without sacrificing the data or the timestamp (i.e., time
of storage). We also suggest a data integrity checking scheme to simultaneously
check the data content and storage duration represented by an updatable timestamp
with strong privacy against TPA.

INTRODUCTION :

Cloud Computing concept has emerged from the distributed software
architecture. Cloud computed technology is aimed to provide hosted services over
the internet. In recent years, cloud computing in Information Technology has given
rise to various new user communities and markets [1]. Cloud computing services
are provided from data centers located in different parts of the world. Microsoft
SharePoint and Google applications are general examples of cloud computing

services.



Security plays an important role in the wider acceptance of cloud computing
services [2]. Existing literature is focused on different security solutions, including
technology and security policy implementation. The latter study introduced new
attacks on the cloud environment from criminological perspectives. The proposed
solution to these recent attacks s based on criminal theories for the protection of
the cloud. A study [3] identified several security issues affecting cloud
computing attributes. The same research proposes to overcome the identified
problems concerning the security of cloud. A security guide, developed in this
research, enables the cloud user organizations to be aware of security
vulnerabilities and approaches to invade them

The widely applied cloud has brought the rapid increase in digital data. In
spite that the internet services are widely adopted in the daily life, cloud clients
take a great concern to security and privacy of their digital data because of losing
the direct control of their data managed by the cloud server. Security and privacy
become significant barriers to the spread of various internet technologies, such as
cloud computing and cloud storage. To protect the data privacy, cloud clients can
upload their data in the encrypted form. However, this creates a barrier for data
classification and search operations. Testing if two ciphertexts contain the same

plaintext is a promising approach to address the problem.



BLOCKCHAIN BASED PROPSOED STUDIES :

Research | Problem Proposed approach Advantages Disadvantages Recommendation

sty

G| Digial duta secu- | Blockchain  empowered | Personal nformation | Scalability 1ssue in o large | Purler exlension for
FiLy i st ity cloud architecture protection. Faster and | and scalable emvironment multiple  smarl  city

secure ransaction applications

|6H] Traditional Blockchain-based Permanent storage of | Tempered data is account- | Combining the wvar-
health record | eHealth (BCE) system each transaction. such able. Meed 1o improve the | ous types of EHHE=s
management as a legitimate query design of the proposed ap- andd enhance the accu-
{traceabality, proach rate disease dingnosis
seCurity. and
PIIvACY ISSUes)

1659] A Recurity  issue Identity-based proxy ag- Duata integrity, avail- Compressing storage effi- | Cloud may be used as
in a relational gregate  signature  {1B- ability, and reliability ciency of the blockchain an intermediate tran-
datahase PAS) scheme are ensured sition

700 Duta tampering on | Movel public auditng | Defending agamnst the | Shows Omilaion 0 | Secure  blockehain
the clowd sivrage schema malicious sctivities achieving ] higher | based auditing

detection rate of malicious services
activiiies

1711 Consumers blockchamn combined Secure data  sharnng Blutual trust issue s not Smart contracts’
distrust and high with the atinbute-based on clouds completely resolved deployment o
data  storage  cosl SIENCrypIom ethereum
o cloud

[72]1 Data exchange on | EHRs with blockchain | secure EHRs sharing docs show an evaluation | potential for using the
clonds with secu- | technology of the proposed on various | muliiple clouds
rity and privacy cloud

731 Storage  shanng | an aitribule-based signa- | unforgeable, requires furiher evalualion | evaluate  the  large
and access o the | ture scheme collusion resistant | remains scale EMR data
EMR data il privacy

preserving

174] Security and | blockchain-based edge- | the edge-computing | does not show working on | extension from &
PIIVICY dunng | computing framework resources”  effective u public blockchain net- private  to  public
resOUrce allocation wiork blockchain netwiork
allocation

[75] An aptimal an auction based classi- seller and buyer ef- docs not show an opi- resource  allocation
resnurce cal algorithm ficicntly submit the | mal resource allocation on | wsing rmschine
allocation hids blockehain network learning maodels

CONCLUSION AND FUTURE WORKS

First, in this SLR, we have reviewed the literature on cloud computing topics,
including cloud security threats and their mitigation strategies. We identified
several security risks to cloud computing. Data tampering and leakage is one of the
identified risks. Consumers’ trustworthiness, data outsourcing, and its associated
risks are significant challenges identified in this SLR. This SLR identified
commercial cloud services providers and highlighted the security issues they face
during cloud services deployment and implementation.
The trustworthiness of cloud users is challenging to consumers of commercial
cloud services providers. Data unavailability, insufficient security measures, and
vendor lock-in, lack of interoperability and standards are identified additionally to

above-mentioned issues. Moreover, we identified that Tweeter data generates and



is used to evaluate the proposed CC approaches. This SLR identified that
researchers had rarely used Facebook and Instagram data for the evaluation of
proposed strategies. During the CC deployment and implementations, data security
and privacy are concerns that a cloud adopting must consider before using the
cloud services. Blockchain technology isfound as an emerging technology to
alleviate the security concerns in the CC environment. Cloud computing services
have significant advantages for vendors and users but need to bridge security gaps
for cloud users. Overall, this SLR claimed that security was the most critical issue
for users and CSPs. Literature review supported our claim and thus it is suggested
to propose an appropriate implementation of cloud computing security policies and
standards. We have presented some recommendations in Table 4, which can be
practiced, and implemented in future

works
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