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ABSTRACT

   In this thesis, we propose a novel equality test scheme aiming to solve the

problem of equality test over ciphertext. Our scheme adopts the identity-based

approach to make the solution more practical. To further ensure the integrity of

cloud data, which can be first encrypted using our identity-based encryption with

equality test, we propose cryptographic protocols suitable for the novel PAYG

payment model to address the problems of data integrity checking in the cloud.

The first protocol is time encapsulated that ensures the original file can be retrived

after successful auditing by a client. The second protocol is a privacy-preserving

public auditing protocol that allows a third-party auditor (TPA) to audit outsourced

data on behalf of its clients without sacrificing the data or the timestamp (i.e., time

of storage). We also suggest a data integrity checking scheme to simultaneously

check the data content and storage duration represented by an updatable timestamp

with strong privacy against TPA.

INTRODUCTION :

Cloud Computing concept has emerged from the distributed software

architecture. Cloud computed technology is aimed to provide hosted services over

the internet. In recent years, cloud computing in Information Technology has given

rise to various new user communities and markets [1]. Cloud computing services

are provided from data centers located in different parts of the world. Microsoft

SharePoint and Google applications are general examples of cloud computing

services.



Security plays an important role in the wider acceptance of cloud computing

services [2]. Existing literature is focused on different security solutions, including

technology and security policy implementation. The latter study introduced new

attacks on the cloud environment from criminological perspectives. The proposed

solution to these recent attacks s based on criminal theories for the protection of

the cloud. A study [3] identified several security issues affecting cloud

computing attributes. The same research proposes to overcome the identified

problems concerning the security of cloud. A security guide, developed in this

research, enables the cloud user organizations to be aware of security

vulnerabilities and approaches to invade them

The widely applied cloud has brought the rapid increase in digital data. In

spite that the internet services are widely adopted in the daily life, cloud clients

take a great concern to security and privacy of their digital data because of losing

the direct control of their data managed by the cloud server. Security and privacy

become significant barriers to the spread of various internet technologies, such as

cloud computing and cloud storage. To protect the data privacy, cloud clients can

upload their data in the encrypted form. However, this creates a barrier for data

classification and search operations. Testing if two ciphertexts contain the same

plaintext is a promising approach to address the problem.



BLOCKCHAIN BASED PROPSOED STUDIES :

CONCLUSION AND FUTUREWORKS

First, in this SLR, we have reviewed the literature on cloud computing topics,

including cloud security threats and their mitigation strategies. We identified

several security risks to cloud computing. Data tampering and leakage is one of the

identified risks. Consumers’ trustworthiness, data outsourcing, and its associated

risks are significant challenges identified in this SLR. This SLR identified

commercial cloud services providers and highlighted the security issues they face

during cloud services deployment and implementation.

The trustworthiness of cloud users is challenging to consumers of commercial

cloud services providers. Data unavailability, insufficient security measures, and

vendor lock-in, lack of interoperability and standards are identified additionally to

above-mentioned issues. Moreover, we identified that Tweeter data generates and



is used to evaluate the proposed CC approaches. This SLR identified that

researchers had rarely used Facebook and Instagram data for the evaluation of

proposed strategies. During the CC deployment and implementations, data security

and privacy are concerns that a cloud adopting must consider before using the

cloud services. Blockchain technology isfound as an emerging technology to

alleviate the security concerns in the CC environment. Cloud computing services

have significant advantages for vendors and users but need to bridge security gaps

for cloud users. Overall, this SLR claimed that security was the most critical issue

for users and CSPs. Literature review supported our claim and thus it is suggested

to propose an appropriate implementation of cloud computing security policies and

standards. We have presented some recommendations in Table 4, which can be

practiced, and implemented in future

works
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