Enhancing Safety and Automation in Firecracker Manufacturing and Retail Using
Cyber-Physical Systems

The firecracker industry, while culturally significant and economically important in many
regions, is characterized by hazardous working conditions, manual operations, and frequent
accidents due to the volatile nature of materials such as black powder, chemicals, and high
temperatures. The lack of automation and real-time monitoring in both manufacturing and retail
environments leads to numerous safety risks, inefficiencies, and challenges in complying with
regulatory standards. In this research work proposes the development of a Cyber-Physical
System (CPS) designed specifically to enhance safety, automation, and operational efficiency
in the firecracker industry. A CPS seamlessly integrates physical processes with computation,
networking, and control mechanisms, making it ideal for managing high-risk environments. In
the context of firecracker manufacturing and sales, the CPS would utilize a network of 10T-
enabled sensors to monitor critical parameters such as temperature, humidity, chemical
concentration, gas leakage, and human presence within production units and storage facilities.
Embedded systems would be employed to process this data locally using edge computing
techniques, enabling real-time responses such as activating alarms, controlling ventilation
systems, or triggering fire suppression mechanisms.

Advanced machine learning algorithms would be integrated into the CPS to analyse historical
and real-time data, thereby enabling predictive analytics that could foresee and prevent
potential hazards. This intelligent system would learn from patterns of environmental
fluctuations and past incidents to provide early warnings and suggest preventive actions. A
remote monitoring dashboard, accessible via web or mobile interfaces, would give stakeholders
continuous visibility into environmental conditions, safety alerts, and system performance
across multiple sites. This centralized platform would allow for remote control of safety
devices and help ensure that emergency protocols can be executed without delay. In firecracker
retail environments, the CPS could be extended to manage inventory levels, regulate storage
conditions, and restrict unauthorized access, thereby reducing the risks associated with
overcrowding and mishandling of explosive materials.

To validate the effectiveness of the proposed system, a digital twin—a virtual replica of the
physical environment—would be developed to simulate various risk scenarios and system
responses before actual deployment. This simulation would help fine-tune the CPS
architecture, improve system reliability, and reduce implementation costs. The anticipated
outcomes of this research include a significant reduction in firecracker-related accidents,
enhanced compliance with safety regulations, improved inventory management, and overall
modernization of the firecracker industry. By introducing automation and intelligent decision-
making into a traditionally manual and hazardous domain, the research aims to create a safer,
more sustainable, and technologically advanced firecracker ecosystem. Moreover, the
proposed CPS framework could be adapted to other industries dealing with explosive or
dangerous materials, making this research a valuable contribution to broader industrial safety
efforts.



