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SAFEQ SECURE QUERY PROCESSING IN SENSOR NETWORKS

The architecture of two-tiered sensor networks, where storage nodes serve as an intermediate tier
between sensors and a sink for storing data and processing queries, has been widely adopted
because of the benefits of power and storage saving for sensors as well as the efficiency of query
processing. However, the importance of storage nodes also makes them attractive to attackers.
SQ, a protocol that prevents attackers from gaining information from both sensor collected data
and sink issued queries. SQ also allows a sink to detect compromised storage nodes when they
misbehave. To preserve privacy, SQ uses a novel technique to encode both data and queries such
that a storage node can correctly process encoded queries over encoded data without knowing
their values. To preserve integrity, two schemes are used one using Merkle hash trees and
another using a new data structure called neighborhood chains to generate integrity verification
information so that a sink can use this information to verify whether the result of a query
contains exactly the data items that satisfy the query. We want to design a protocol that prevents
attackers from gaining information from both sensor collected data and sink issued queries,
which typically can be modeled as range queries, and allows the sink to detect compromised
storage nodes when they misbehave. For privacy, compromising a storage node should not allow
the attacker to obtain the sensitive information that has been, and will be, stored in the node, as
well as the queries that the storage node has received, and will receive. Note that we treat the
queries from the sink as confidential because such queries may leak critical information about
query issuers interests, which need to be protected especially in military applications. For
integrity, the sink needs to detect whether a query result from a storage node includes forged data
items or does not include all the data that satisfy the query. There are two key challenges in
solving the privacy and integrity-preserving range query problem. First, a storage node needs to
correctly process encoded queries over encoded data without knowing their actual values.
Second, a sink needs to verify that the result of a query contains all the data items that satisfy the

query and does not contain any forged data.



}EQ;AMEEEWER&

Under Section 3 of UGc Act 195& uoat,On

—
r‘

Iy

\mg

Register Ne: 9909116038

The PBoard 01( ")Haﬂai}ﬂmem» ﬂ{ the %afaﬁ&'w “-quumity’, Wmmm

WM oo A N eeseesiresesnns hs: Bean admitted, to the

; Master of Computer Applications

he | she ﬁa.umg heen mm{ied{ ﬂy/ du&f appamwd examiners lo lle qaa&fmd/ ta veceive the same

First Class with Distinction
and fzcuu'm} heen pfaced iav MR ... coiitniss s ciratri S st T i L A AT

ApriMay 2012
ab the examinalion Reld ity ....................ooeveeeeveeersreseeeessenneen

"f?ilt.w:f under the seal n‘l’; the rlflmmtyr

Anand “Nagan,
Krishnankail - 626 190,

Tamil Viaduw, India T
Bate: 08/09/2012 Director (Sfcadetm&) Vice - %z::;;zt:






KALASALINGAM UNIVERSITY

Kalasalingam Academy of Research and Education [Sl. Ko 102469
(Under Section 3 of UGC Act 1956) '

Anand Nagar, Krishnankoil - 626 190, Tamil Nadu, INDIA

rabisional (erfificate

Register No: 3909116038

MUTHU SRINIVASAN M

Thisistocos fﬂ al...

has Gua [ (M- f{lt lhe gjeg 1 u{ ........................... M CA(M“ ter 0' Compute r App"caﬂm) ..........................................................
s hfshohavingpassedtho inabexamination
ApriMay 2012 §.3561
(ol i Oy Stk eeaabt OGPl

B T T T e TR TR TR R TR LR AR LR I

Huco: ghanlal ) ““m
Sate: 15012 | o -




—— g = AT L AR TLERLANALLY \

KALASALINGAM

UNIVERSITY

{Kalasalingam Academy of Research and Education)
{Under Secnon 3 of UGE Act 1956)

AT r'-_:i:.‘-_"- - '@?}ﬂ_‘ﬂ' p—

51%:98992065 |

Anand Nagar
Krishnankoil - 626 126
Tamil Nadu, INDIA

M.Tech Degree Examinations

CONSOLIDATED GRADE CARD

( e _ 'S
Name of the Student:  MUTHU SRINIVASAN M Register No: 9912104023
L Branch:  Computer Seience and Engineering Batch: 2012-2014
ED COURSE o Wt vl ATT. MONTH & YEAR
e o _’\Mh_d—l-uf' T HE-._(‘.OL RSE cope | CREDITS [ GRADE | ™ by cone
CGPA COURSES
1 CSES001 |Advanced Data Structures and Algorithms H 3 A Nov/Dec 2012
1 CSE5002 | Distributed Computing H i A Nav/Dec 2012
1 CSE5003 | Advanced Networks H 3 A Nov/Dec 2012
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We have no objection in forwarding his/her application for the Ph.D. Research
Programme.

FOR FULL TIME:

- The candidats\will be sanctioned leave for the ducation of the research programme and
to to undertake the

e

- FOR PART TIME:

. The candidate will be permitted to undertake part time study in the University/College

‘ and will be allowed to be present for discussions with the supervisor, attending course works,

conduct of experiments and participations in seminars and related presentations. Further the
uired facilities at our organization will also be provided to the candidate for doing research.




