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EXPLORATION OF CRYPTOGRAPHIC ALGORITHMS ON EMBEDDED
RISC ARCHITECTURE

The protection of sensitive information against unauthorized access or fraudulent changes
has been of prime concern throughout the centuries. Modern communication techniques, using
computers connected through networks ( wired / wireless ), make all date even more vulnerable
for these threats. Cryptography is an essential process to assure confidentiality over
wired/wireless communication channels, these channels are an open medium to intruders in
which they can intercept and alter the contents of any transmitted information. Cryptography is
the foundation of all information security which deals secrecy and authentication of data.
Implementation of secrecy and authentication features for data and sensor data applications on
wired/wireless embedded networks becomes crucial, because of stringent resource constraints
(SOC processor, Memory, complexity of computational algorithm, protocols, data integrity.
QOS, area, power, speed and etc..) to implement on various embedded reconfigurable
architectures. To enhance the system performance including these features (secrecy and
authentication), the present researchers have lot of scope to further investigation of various
security algorithms to implements on modern tinny resource constraints secured embedded

systems.

The cryptographic algorithms are categorized in to a block cipher is an encryption /
decryption scheme in which a block of data is used to produce the cipher text and a stream cipher
is one that encrypts a digital data as a stream of data. The well known block cipher algorithms
are TDES, AES and the stream ciphers are RC$, SEAL. The basic functions of any security
algorithm consist of transposition, substitution, rotation and confusion. To design or implement
above set functions the researchers proposed and proposing various computation procedures.
TDES algorithm mainly includes two basic functions transposition and rotation. The AES
algorithm uses with the three different key lengths are “AES-128”, “AES-192”, and “AES-
256”. The basic transformation functions used in AES algorithm are sub-bytes, shift-rows, mix-
column and add-round key transformations. Block ciphers uses fixed length key and data.
RC4 is a famous stream cipher includes basic functions like key initialization, key setup and key

streaming. Stream cipher uses variable key and data lengths.



Reset data communication protocols implementation consists of transferring of data (
sensor, text and image) on various embedded networks (wired/wireless) become crucial, because
of several constraints like network design, buffering, integrity, QOS and etc. upto now most of
the researchers investigated the performance of various protocols implementation on embedded
wire and wireless communication networks. They did lot of research on data integrity (error
correction and detection) and QOS etc. adding the security (secrecy and authentication ) features
for existing research work would definitely encourages the present researchers and system

implementation engineers upto great extent.

Now a day’s implementation of various security algorithms (block and stream ciphers) on
embedded reconfigurable RISC architecture, for sensor and image data applications become a
challenge job for current researchers, because of resource constraints like area, power, speed etc..
The research work focuses on effective implementation of various security algorithms (Block
Ciphers : AES and TDES and Stream Cipher : RC4 and SEAL ) for embedded wire and wireless
sensor data networks, our research work may extract the desired security algorithms from
existing algorithms or proposes the design of new algorithms for resource constraints tinny
embedded system applications, the work includes study and investigate the feasibility of various

security algorithms, those suits for image data security applications.

To carry out the proposed research work by adapting various industries driven embedded
EDA tools, embedded design, simulation & implementation methodologies. Source of the

following familiar basic tools, IDE’s & ISE’s.

Embedded software Tools : Cross compilers, Emulators, Simulators & etc..

Hardware Tools : ORCAD (schematic & PCB) design, simulation & validation.
Languages : Embedded — C, MATLAB : Language & tools box.

Processors : 8 — bit Amtel, 32 — bit embedded ARM RISC Architecture.
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SPURTHI EDUCATIONAL SOCIETY'S

SREE KAVITHA ENGINEERING COLLEGE

(Approved by AICTE, New Delhi & Affiliated to JNTU, Hyderabad)
KAREPALLI, KHAMMAM - 507 122 (Dt.) A.P.

Admn. No. 972 Date : o7l [D-DID

STUDY AND CONDUCT CERTIFICATE

This is to certify that Mr/Kum_YERRABOINA SREENIVASULU

&/o., Bfe, Y quBBAlAH  was/ jba bonafide student of this

college from ___L007-08 | to 1 RINQO0§ ”07 and studied /

studying-in M TeckEeyPranch vith HT. No, _ OTCEIDTO (4

During this period his/hg conduct was found to be c%atiéfapgor‘y/ fra
Satisfactory. |

His/Her date of birth as per our records is ___ Ol loz/ 966

PRINCIPARL
SREEKAVITHA ENGINEERING COLL

CARERALLY. KHAMW 507 ¢
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SREENIDHI |/

INSTITUTE OF i .
SCIENCE AND — ‘:.;,.no,:...nam.:."m-n‘.v».w-m- wwwi.sreenidhi.edu.in

TECHNOLOGY AUTONOMOUS

No.SNIST/ADMN/TS- /2018 Date: 22-02-2018

‘ APPOINTMENT ORDER
Sub:- Establishment — SNIST — Appointment as Assocaite Professor Orders issued — Reg.
Ref:- Your application for the above post.

Wk

In pursuance of the recommendations of Selection Committee constituted by SNIST,.you are hergby
appointed as Associate Professor in the Department of Electronics and Communication Engineering.

Following are the governing conditions to your appointment order :

1. You will be paid a basic salary of Rs.12000/- P.M. in the pay scale of Rs. 12000-420-18300 as per
D.A. merged scale the basic pay is Rs.18000/-.

2. You will be paid D.A. of Rs.27180/-, HRA of Rs.2700/-, CCA of Rs.240/- and other allowances of
Rs.51,880/-. Thus, you will be paid Gross Salary of Rs.1,00,000/- PM.

3. You cannot leave the college service during an ongoing semester since it leads to dislocation in class
work and disruption in service to the students.

4. If you, however, wish to leave the college service, you may do so during the end of the ongoing
semester by giving one month notice period. Otherwise, you will have to serve three months notice or
pay amount in lieu thereof.

5. Your service conditions will be governed by the Rules and Regulations of the Institute, as amended,
from time to time.

6. Your appointment is subject to ratification by duly constituted by Slection Committee and approved by
by JNTUH. If you are selected, your appointment is valid up to the end of the academic year 2017-18
which is extendable on mutual agreement.

7. Your appointment can be terminated any time with three months notice during ongoing semester,
otherwise one month notice during the end of the semester on either side.

8. You have to submit attested photocopies of your original certificates of qualifications and experience
for record in our office.

9. You will have'to deposit your original certificates of all your qualifications with the institute since it is
experienced by the institute that some teachers have left the institution without giving any notice and

without clearing the dues in library or elsewhere. This irregularity disrupts the academic and
administrative functioning of the institution. In case you are not agreeable to this, you are required to
deposit one-month salary with the institute, which is recoverable from your salary in four monthly
installments from the date of your joining the institute. ~Entire deposit shall be paid back to you if you
leave the college with requisite notice and after clearing all the dues payable.

10. You are to give all your data in the format of AICTE / JNTUH which is enclosed herewith for our

" record.
11. You are required to report to duty to Principal, Sreenidhi Institute of Science and Te hnology Aand
submit the joining report through the Head of the Department. :
To . - 19
“#r Y. Sreenivasulu. ' m/
/{’ (Dr.K.T.M E)
v SECRETARY

ACKNOWLEDGEMENT OF APPOINTMENT ORDER

1, the_qndersigned, hereby acknowledge the appointment order dated 22/02/2018 and further submit that | understood the
conditions mentioned in the appointment order and would abide by the same.

Signature

To,
%Y. Sreenivasulu,
Cc:

1" Principal

2. Concerned HOD
3. Accounts Officer
4. Personal File

Campus: Yamnampet, Ghatkesar, Corporate Office: # 1-2-288/23/1, Domalguda,
Hyderabad 501 301. Telangana, India Hyderabad 500 029, Telangana, India
Tel: Campus: 08415 200595/96/97 Tel: 91 40 27631236, 27633349, 27640395 | Fax 91 40 27640394
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ANNEXURE-I

CERTIFICATE FROM THE ORGANISATION WHERE THE CANDIDATE IS EMPLOYED

\/ .
Certified that Mr./Ms./Mrs._ £ AR ABRO L ALA - QREENVIVASOD LG 1S

employed as _ A R&oc - pood (Designation) in the

£ /6 clrovt e oond cpmmeons oSclren € M({j) o (Department/Division Name)

of _Creecuidlbi  tn el trd &M(‘L Crioinon aind T@[/‘M”'/U%‘b‘
(Institution/Industry Name).

We have no objection in forwarding his/her application for the Ph.D. Research
Programme.

FOR FULL TIME:

The candidate will be sanctioned leave for the duration of the research programme and
will be relieved from duty from to to undertake the
full time research work in the University.

+vFOR PART TIME:

The candidate will be permitted to undertake part time study in the University/College
and will be allowed to be present for discussions with the supervisor, attending course works,
conduct of experiments and participations in seminars and related presentations. Further the
required facilities at our organization will also be provided to the candidate for doing research.

/3

eamizatial with office seal

Date: 2?/[9 /207—@ Signature of ead of
Director, School of Electronics,
Sreenidhi Institute of Scignce & Technology,
Yamnampet, Ghatkesar, Hyderabad - §91 301.
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