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Cyber security system : An approach that address a severe problem in Cyber Security System.

Abstract : Cyber-security systems, which protect networks and computers against cyber attacks, are
becoming common due to increasing threats and government regulation. At the same time, the
enormous amount of data gathered by cyber-security systems poses a serious threat to the privacy

of the people protected by those systems.

Introduction : Nowadays, nobody has clear idea that how deep they depended on computer
networks. For everything directly or indirectly people are depending on computer, computer
networks. Most of the services : simple services like Pizza ordering, online hotel reservation to
complicated services like Medication, Teaching learning , Banking are provided through internet.
Most of Government and Private sectors organisations are using emerging technologies to provide

sophisticated services to people and customers.

In recent years, governments and corporations have increasingly relied on cyber-security systems
to protect against increasing threats on networks, devices, and organizational and personal
information. These systems prevent adversaries from breaking into networks and devices, from
sabotaging digital activity, and from accessing private information. At the same time, by monitoring
networks and computing devices, cyber-security systems ultimately affect individuals’ privacy.
Systems in domains such as intrusion detection, malware detection, data leakage prevention, and
phishing identification regularly monitor network traffic, device use, and personal communications.
In many cases, the monitoring system can trace the identities of users and access sensitive
information. For instance, many enterprise cyber-security systems monitor IP addresses that can

be easily traced back to a particular individual. Moreover, the user’s device identification on mobile
devices is often accessed by cyber-security applications. Therefore, while cyber-security mechanisms
protect individuals from attacks from hackers and other third-party adversaries, they also create
new vulnerabilities for privacy violation from the entity that runs the cyber-security system. These

vulnerabilities can be realized if the security systems themselves are compromised, 1 if insiders



make use of this information, or if the personal data are used contrary to the expectations of end
users. 2 The increasing threat of computer attacks and the intrusiveness of cyber-security
mechanisms present policymakers and technology developers with the difficult challenge of
balancing security risks against privacy and civil liberties concerns (Tene 2014; Landau 2014). The
fact that many national cyber-security policies require the sharing of the detailed information of
attack logs and other types of information necessitates an urgent understanding of the privacy risks
related to cyber-security (Sales 2013; Nolan 2015). Privacy concerns are among the reasons why
employees switch to their personal devices (e.g., smartphones and portable computers) to perform
workrelated activities (Pfleeger et al. 2014) and home-users turn away from some anti-virus
applications (Warkentin and Willison 2009). Therefore, understanding and solving privacy threats is
crucial, as those threats can reduce the acceptance and usage of cyber-security systems by

organizations and individuals, leading to increased number of threats for everybody.

Methodology: To ground this threat, | studied common and novel cyber-security technologies and
analyze them according to the potential for privacy invasion. | studied a taxonomy for privacy risks
assessment of information security technologies, based on the level of data exposure, the level of
identification of individual users, the data sensitivity and the user control over the monitoring, and
collection and analysis of the data. | study the results in light of the recent technological trends and

suggest some new directions for making these mechanisms more privacy-aware.
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' & DATAMNNG & DATA WAREHOUSING 15 42 57 |4 ,-\ 3 '\ ON ) ,\:/1 |
| 7 MULTIMEDIA 8 WEB DESIGHN LAB 23 |40 833 12 2€DDY
2 COMPUTER NETWORK LAE # |40 | w |2 J.GOVERDHAN By
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SCHOOL OF INFORMATION TECHNOLOGY - ¢

JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY
HYDERABAD - 500 072. ANDHRA PRADESH, INDIA

RANDUM OF MARKSE

memono.: (] 7 (1661

l{ she. 6372783 : _ oy |
| EXAMNATION . M, Tecl, I Sem Reg HALL TICKET MO | 0703106408 ' q
| |
| sranon COMPUTER NETWORKS & INF.SECURITY  yoxmavemorccy MARCH, 2008 | 5
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sto. | “cope SEBJECT TITLe g L H s
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3 | NS103 |SOFTWARE ARCHITECTURE & PROCESS MANAGEM s34 sl 3 | ¢ '
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7 | NSID7 |SOFT SKILLS-1 - 20030 s4 | p i
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smdee ke g MEEB. - g e g o | 286 | 353 | 609
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AB: ABSENT ’/::/ il i /)
_.ﬁ:"ﬂ'——_
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‘ L -
BRANCH COMPUTER NETWOR! [NF,SECURITY T & YEAR OF EXAM AL
f—
| o INATHREDDY CH (INTUSTT, HYDS
| putnd U L i A )
e | SUBIECT P e B Toia
SNo | i 5 = 6T TITLE e 1 | Pesut
| NETWORK MGT. GRMANCE EVALL I 3 | 70| P
5207 | MOBILE COMPUT Lo
15403 | WIRELESS NETW i1
5204 | INFORMATION SECURITY, MGT. & STANDARDS / L P
5 5205 | INFORMATION SEC IRITY 210 B ! P
NG206 | EMBEDDED AND REAL TIME SYSTEMS 30 35 @
i NGZ07 | SOFT SKILLS - 31 F
8| NS208 | WEB TECHNOLOGI!
LY
I:-m.mmnm g  APENED PASSED. TOTAL 220 ¢
) o] £33 L
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4 ' ' L 40
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Sk -
iEx:«MIMTlON M;‘{ech (C.N.I,8.)III & IV Sem. <20ul@MLETICKETNO: 0?05106406
| N bRINAT HREDDY ¢ INTUSIT, HYDER,&.BAD |
8No s%?;gé:r SUBJECT T !1LE i v ?F;Ei:m lej; Rasult
= T 3
bl SEMOT | SEMINAR MARKS : 67 67 P
2| PROO1 | PROJECT GRADE c P
f
ISUBJECTS REGISTERED APPEARED: PASSED: TOTAL
2 2 67

XK G5y Seven *HH

P 1 PASS i :

F : FAIL 5 :.

AB: ABSENT -

i 34 ;4{ ‘3?.?;399 g VERIFIED BY | |

WETHETIR o & MAXIMUM MARKS MINIVUM FOR PASS
Internal  EndExam. Totalof int. & End End Exam Total DNﬂi_-.&End

PRACTICAL SUBJECTS SEMINAR: Max. Marks: 100, Min., Pass Marks: 50

Project Grade: A +« Excellent, B - Good, C - Satisfactory.

D - Not satisfactory

Note : The application for the recounting of marks with prescribed fes should be submitted withint3 days from the date of publication of resulls.
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i Institute of Science and Technology

Recause, Life is all about taking the right decisions

No.SNIST/ADMN/TS- /2010 Date: 18-12-2010

APPOINTMENT ORDER

Sub:- Establishment — SNIST — Appointment as Assistant Professor — Issue of
Orders - Reg.
Ref- Your application for the above post
In pursuance of the recommendations of Selection Committee constituted by SNIST, you are
hereby appointed as Assistant Professor in Computer Science and Engineering Department,
subject to the following conditions:

1. You will be paid a basic salary of Rs.8,000/- P.M. in the pay scale of Rs. 8000-275-
13500, as per D.A. merged scale the basic pay is Rs.12,000/-p.m..

2. You will be paid DA, HRA and CCA as per college rules.
You will be on probation for two years.

4. A faculty member leaving the college service during a semester leads to dislocation
in class work and disruption in service to the students. It is, therefore, not desirable
for a faculty member to leave the college service during an ongoing semester. If any
faculty member wishes to leave the college service, he/she may do so during
summer/winter vacations with one month notice period. However, if a faculty member
wishes to leave during an ongoing semester, he/she may resign from the post with
one month notice or on payment of one month gross salary in lieu thereof

5. Your service conditions will be governed by the Rules and Regulations of the Institute
from time to time.

6. Your appointment can be terminated with one month notice at any time without
assigning any reason.

7. You have to submit attested photocopies of your original certificates of qualifications
and experience for record in our office.

8. You will have to deposit your original certificates of all your qualifications with the
institute since it is experienced by the institute that some teachers have left the
institution without giving any notice and without clearing the dues in library or
elsewhere. This irregularity disrupts the academic and administrative functioning of
the institution. In case you are not agreeable to this, you are requested to deposit
one-month salary with the institute, which is recoverable from your salary in 4
monthly installments from the date of your joining the institute.  Entire de;é)s/it sﬂr
be paid back to you if you leave the college with requisite notice and after clearing all
the dues payable N

This order takes effect from the date of your joining the institute TV

(K.T.MAFmE)//
SECRETARY
To

Mr.Ch.Srinath Reddy
Mogullavampu (V), Yacharam (M),
Ranga Reddy Dist. — 501 509.

Ge:

Principal

HOD, CSE Dept.
Accounts Officer
Personal File
Library

6. Stock File

:Jn__h(_‘}r\)_s

Corporate Office : # 1-2-288/23/1, Domalguda, Hyderabad - 500 029. A.P. INDIA. Tel : 91-40-2763 1236, 2763 3349, 2764 0395. Fa.x. : 9_1~4[Ij27t:)4 0394
Campus : Yamnampet, Ghatkesar, Hyderabad - 501 301. A.P. INDIA. Tel : 91-8415-223001, 223002, Website : www.snist.com E-mail : info(@snist.com
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