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Detection of Cyber Attacks using Deep Learning in IoT

OVERVIEW

Systems are connected by The 10T, data storage, applications, as well as solutions which could be
an interesting gateway for cyber-attacks while they continually offer you products within the
business. Presently, software program piracy as well as malware strikes are risks that are high to
compromise the protection of [oT. These risks might take crucial info that triggers reputational
and economic destroys. With this newspaper, we've suggested a consolidated heavy mastering
method of identify the pirated software program as well as malware infected documents over the
[oT community. The TensorFlow rich neural community is suggested to determine pirated a
program by using supply code plagiarism. The weighting and tokenization element strategies are
accustomed to filtration system the loud information as well as further, to zoom the value of every
token of terminology of supply code plagiarism. Next, the full mastering strategy is utilized to
identify supply code plagiarism. The dataset is gathered up from google to take a look at software
application piracy. Aside from this specific, the strong convolutional neural community is utilized
to identify malicious infection in IoT system via style picture visualization. The malware samples
are from Maling dataset for testing. The experimental outcomes suggest that the category
functionality on the suggested formula to determine the cyber security risks in IoT are much better

when compared with the cutting-edge methods.

GOALS

1. Software Privacy

2. Malware Detection



OUTCOME

The detection of a software application piracy as well as malware risks tend to be the primary
obstacles within the area of cyber security utilizing IoT based major information. We proposed a
consolidated serious learning-based procedure of the identification of pirated as well as malware
data. For starters, the Tensor Flow neural community is suggested to identify the pirated options
that come with initial software program by using applications plagiarism. We collected hundred
programmers' supply codes documents from GCJ to take a look at the suggested solution. The
cause code is preprocessed to clean up of sound also to shoot more the high-quality functions
including helpful tokens. Next, LogTF and TFIDF weighting methods are accustomed to zoom the
contribution of every characteristic of terminology of supply code similarity. The weighting values
are next utilized as feedback on the created heavy mastering strategy. Next, we proposed a novel
strategy based upon convolution neural networking as well as style picture visualization to identify
malware through the IoT. We've switched into the malware documents directly into style pictures
to obtain much better malware visualized characteristics. Next, we surpassed these visualized
options that come with malware into serious convolution neural community. The experimental
outcomes reveal that the consolidated method retrieve optimum category outcomes when
compared to the cutting-edge methods. Tokenization procedure extracts keywords and phrases
from supply codes, though it doesn't display the inner perspective of supply codes. The abstract
syntax tree as well as balance flow graph attribute to record the syntactic as well as control flow
of supply codes. For potential, we are going to try to make use of the functions for detection of
pirated duplicates. Malware detection for unfamiliar group of malware is a big deal. Additionally,
we are going to try to suggest an algorithm which can identify malware for unfamiliar malware

households.

Mrs.M.Sinthuja
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401 CHEYYUL (SANGA ILAKKIANGAL . ILAKKIS VARALARUL) " o | | APR"Zooz(T4 . 150 | B0 |pass
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| o eesesesSHEET B - ;
|
]
|
| i
Jankd |
21!07’8006 LA, - INTEANAL ASSESSMENT U.E. UNIVERSITY EXAMINATION ABS ABSEN
MINIMUM FOR PASS IN EACH SUBJECT 40% IN I.A. 40% IN U.E. AND S0% IN TOTAL(I.A.+U.E.)
- MAXIMUM MARKE FOR DISSERTATION AND VIVA VOCE!200(DISS!1S50+VIVA VOCE:!S0)
f& PASSING MINIMUMISOYL IN AGGREGATE WITH 40% IN VIVA VOCE
(Y
T



Bharathidasan ,]J'Iniht‘raifg, irockiinianll

') . =
Accreditea with 'A' Grade by NAAC)
M.C.A. DEGREE EXAMINATIONS APRIL 200&
; #L 1 CONSOLIDATED I'ATEMENT OF MARKS 2 oF 2 sHeers FoLono. a0 3 3 5560
- NAME ANDIDET | REGISTER NO. coLASE |
ML —— e U — e e—————————— e ———————————————————— A —— R ———— _.l
SINTHUJA ™M 03280563 MASTER OF COMPUTER APPLICATIONS 1|
P | 53 ADAIKALA MATHA COLLEGE J
3 '| VALLAM, THANJAVUR — &13 403
SR By Sl MAX MARKS MARKS AWARDED —
S BIECT RLDE f‘f TITLE OF SUBJECT APPEARED A [ UE [ A T UE | o] RESUU |
i l
as4z2 4 | JAVA PROGRAMMING APR 2005 | @5 | 73| 25| 57| @2 |Pass |
QG423 4 | SYSTEM MODELING AND SIMULATION APR 2005 s 75| 85 S8 83 | PASS
QG424 4 |UREﬂNIZATIUNﬁL DYNAMICS APR 2005 25 73| 25 435 70 | PASS |
Q64258 4 | DISTRIBUTED SYSTEMS APR 2005 =] T=| 2835 &0 85 | PASS
(73 QOG424B | 4 | MICROPROCESSORS, PRINCIPLES AND APPLICATIDNS APR 2005 25 TS| 85 51 T4 | PASS
QE427P . 4 | JAVA PROGRAMMING LAB APR 2005 235 = BeS &0 85 | PASS
QG428P 4 VISUAL PROGRAMMING LADR APR 20035 as | 73| 85 T2 27 | PABE
| |
QG527 5 WEB DESIGNM NOV 2005 | B5 | 75| es | =9 | 84 | PASS
QES30 S MULTIMEDIA SYSTEMS & DESIGN NOV BDOS BS{ 75| BS g1 76 | PASS
QG531 5 | PRINCIPLES OF COMPILER DESIGN NOV 2003 BS | Ta) a9 35 80 EF'ASE;
QGES324a 5 |WAP & XML NOV 2005 25| TS| es 39 64 | PASS
QES33C | 5 | E-COMMERCE NOV BDO3 235 73| 25 38 63 | PABS |
QES34P 5 WEB DESIGNING LAB NOV 2005 BS 73| B5 T2 97 | PASS |
BES35 S | MINI PROJECT NOV 2005 | B5 TS| 25 Te 7 | PASS
| i
QG&3& 4 | PROJECT 7/ DISSERTATION APR B0O0S |——- | 200|-—- | 198 | 198 | PASS [
*u¥x¥® END OF STATEMENT w#ewxs |
| 1
: TOTAL MARKS OUT OF 3700 3082 l
| FINAL REBULT ¢ FIRST CLASS i
‘ |
|
]
I ] |
! |
| |
t 1
|‘ i
| ‘
21/07/8006

MINIMUM FOR
MAXIMUM MARK
PASSING MINI

DOFFICE SEAL

ANY CORRECTION WITHOUT THE ATTESTATION OF
THE CONTROLLER OF EXAMINATIONS IS INVALID

LA, - INTEANAL ASSESSMENT U.E. UNIVERSITY EXAMINATION ABS - ABSENT

PASE IN EACH SUBJECT 40% IN I.A. 40% IN U.E.
S FOR DISSERTATION AND VIVA VOCE:200(DISE!150+VIVA VOCE®S0)
HUI“HSO?\G IN ABGREGATE WITH 40% IN VIVA VOCE

JNIT OFFICER / SECTION HEAD

.ﬁn»'\/"‘f_ .

CONTROLLER OF EXAMINATIONS

AND 350% IN TOTAL(I.A.+U.E.)



r
e I*::..-._.---: o4 RO I..'_'|,'. . -
B A ﬂﬁlarﬂ!.r-lihiﬁmu Al ,le!. HIUBI'EIH}
Falio No. : 48240
. NOIDATE BINTHIGS M
CEISTES (UDBER OSUE-2T188
I 113 CUENTRE FOR DISTANCE EDUCATION
iThe Requirement of Frogramme is on par with Regular Programme)
M.Phil. DEGREE EXAMINATION...., "8RCH 2007 @ e,
SUBJECY COMPLUTER BCIENCE
HRPPRRRA RSB, FIRST SEMESTER
Byt ol : e - .
' i : Marks awarded
Paper | F | Title of the Paper Total Result |
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$100261638533M Folio No. AUCD324209
NAME OF THE e
CANDIDATE SINTHUJAM REGISTERNO. | 8128114050
MONTH & YEAR OF
DATE OF BIRTH 12-MAY-83 GENDER FEMALE LAST APPEARANCE JUN 2013
oribrmF | MOOKAMBIGAI COLLEGE OF ENGINEERING REGULATIONS 2009
| PROGRAM : o : —
Spggif,zﬂ‘ﬁg‘n M.E. Computer Science and Engineering

SEM. COURSE

£ i LETTER | GRADE | MONTH & YEAR

NO. CODE e - CREDITS | GRADE | POINT OF PASSING
01 C89211 . | Computer Architecture 3 B 8 JAN 2012

01 Cs9212 Data Structures and Algorithms 3 B 8 JAN 2012

01 CS89213 Computer Networks and Management 3 A 9 JAN 2012

01 MA9219 Operations Research B C 7 JAN 2012

01 SE9213 Object Oriented Software Engineering 3 A 9 JAN 2012

01 CS9215 Data Structures Laboratory 2 S 10 JAN 2012

01 CS89216 Networking Laboratory 2 S 10 JAN 2012

02 CS9221 Data Base Technology 3 B 8 JUN 2012

02 Cs9222 Advanced Operating Systems 3 B 8 JUN 2012

02 C89223 Advanced System Software 3 Cc 7 JUN 2012

02 CS9224 Information Security 3 B 8 JUN 2012

02 €89225 Web Technology 3 &} 8 JUN 2012

02 CS9269 Software Project Management 3 B 8 ' |JUN2012 |
02 Cs9227 Operating System Lab 2 ] 10 JUN 2012

02 CS9228 Web Technology Lab 2 S 10 JUN 2012

03 CS9251 Mobile Computing 3 B 8 NOV 2012

03 CS9252 Grid Computing 3 B 8 NOV 2012

03 Cs9262 Software Quality Assurance 3 A 9 NOV 2012 |
03 CS9234 Project Work (Phase |) 6 S 10 NOV 2012

04 CS9241 Project Work (Phase I1) 12 S 10 JUN 2013

*** End of Statement * * *
Cumulative Grade Point Average : 8.78
Classification : FIRST CLASS WITH DISTINCTION
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7. Class in which the student was * Final Year ME.
studying at the time of leaving

8. Branch of study ¢ Computer Science and Engineering

9. Whaether the student is qualified :
for promotion to higher class Refer Mark Sheels
{with details wherever necessary )

10. Whether the student has paid all
the dues to the college / hostel
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#2, VYSYA COLLEGE fhas s

14, Accredited with Five Star Status (*A" Grade) - NAAC Cell 98429 - 11734, 99944-15730
n~ i (Co-tducationol Institution) Affiliated to Periar University 98429 - 11724, 99544-15720
Q Sy ,;225 Ramakrishnapuram, Masinaickenpatty, E-mail - prncipal@vysyacoliege org
= = Ayodhiyapattinam (Po.), Salem - 636 103. R N YRR A
Ref 19.05.2008
Db
SERVICE CERTIFICATE

This is to certify that Ms. M.SINTHUJA D/O Thiru. SMUTHAIYAN has
worked as Lecturer in the Department of COMPUTER SCIENCE in our College
from 01.08,2006 to 19.05.2008.
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. RKAJENDRA PRASAD
CORRESPONDENT & SECRETARY
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E-mail

. SASTRA UNIVERSITY

iversity established under section 3 of the UGC Act, 1956)

THANJAVUR 513 4ﬂ2 TAMIL NADU, INDlA

registrar(@
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N. Anantharaman

Rr JIIETar

Ref:SASTRA/SM/SOC/1418/2009

08.05.2009

SERVICE CERTIFICATE

Name
Designation
School

Date of Joining
Date of Relieving

Last Pay Drawn

Conduct & Character

Ms. M.Sinthuja
Lecturer
Computing
16.06.2008
30.04.2009

Rs.11,000/- per month
(consolidated)
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Sudharsan Engineering College

Sathiyamangalam 622 501, Pudukkottai Dist. Phone : 04338 - 240830, 240840, Email ! principal@sec.ac in

[Cate

Ref. No.: SEC/HRD/CER /308 /201011 30.04.2011

SERVICE CERTIFICATE

This is to certify that Mrs. M. SINTHUJA has worked as a Senior
Lecturer from 20.07.2009 to 31.05.2010 and as an Assistant Professor from
01.06.2010 to 30.04.2011 in the Department of Master of Computer

Application in Sudharsan Engineering College.

Her conduct and character are good.
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g\ MAM. COLLEGE OF ENGINEERING

. ) [Approved by AICTE and Atfiliated to Anna University)
/f An IS0 8001 : 2000 Certified Institution

Dr. M.A. MALUK MOHAMED, BE ECI. ME(CS, PhO, MLSTE, MIE,

Principal
Ref: MAMCE / E1/T/Ser.Cer./ 2011-2012 10.02.2012
SERVICE CERTIFICATE
Name : Mrs. M. Sinthuja
Date of joining : 02.05.2011
Post held : Assistant Professor / MCA Dept.
Length of service : From 02.05.2011 to 30.11.2011
(6 Months 28 days)
Remarks : Conduct and Character are Good.
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Trichy - Chennai Trunk Road Gateway of Ruawledze Tel | 0431 - 2650377, 2650550, 6533733
Struganur Fax : 0431- 2650377 -
Truchirappall - 621 105 E-mail - mamcetry2k@yahoo.com

mamce@mamce.org
Web www mamce org
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M.A.M. COLLEGE OF ENGINEERING

{Approved by AICTE and Affdiated to Anna University)
An 150 9007 : 2000 Certified Insiitution

Ref: MAMCE / E1/T/Ser.Cer./ 2014-2015 05.11.2014
SERVICE CERTIFICATE

Name : Mrs.M.Sinthuja

Date of joining : 05.07.2013

Post held : Assistant Professor/ CSE Department

Total Service $ From 05.07.2013 to 05.11.2014

( 1 Year 4 Months 0 Days)

Remarks ¢ Conduct and Character are Good.
II
Director

%!““{f

Trichy - Chennai Trunk Road Gateway of Rmswledge 1ol - 0431 - 2650377, 2650550, 6533733
Fax : 0431 - 2650377

Siruganur,
Tiruchirappalli - G21 105 E-mail ; mamcetry2k@yahoo.com,
mamce@mamce.org
Web | www mamce_org
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INCOMETAX DEPARTMENT

SINTFIUJA M
SUBRAMANIYAN MUTHAIY
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ANNEXURE-|

CERTIFICATE FROM THE ORGAMISATION WHERE THE CANDIDATE IS EMPLOYED

Certified that Mr./Ms./Mrs. M. SINTIHUIA is employed as (Designation)
Li- (MR ER -7 in the (Department/Divisian Name) Schanl Of (Dmpuffr &(.ﬁ:l’
{Institution/Industry Name)

DMI ST Tolin THE BAPIICT UnIveRSITY  MALAWY, CENTRAL AR ic A

We have no objection in forwarding his/her application for the Ph. D Research Programme

FOR FULL TIME :

The candidate will be sanctioned leave for the duration of the research programme and will be
relieved from

duty from to to undertake the full time research work in the
University.

/

FOR PART TIME :

The candidate will be permitted to undertake part time study in the University/College and will be
allowed to be present for discussions with the supervisor, attending course works, conduct of experiments
and participations in seminars and related presentations. Further the required facilities at our organization

will also be provided to the candidate for doing research.

Date : E:\\u \1_3 Signature of the Head of organization with office seal
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