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Anand Nagar, Krishnankoil - 626126, Srivilliputtur (via), Virudhunagar District, Tamilnadu.

APPLICATION FOR ADMISSION TO Ph.D. PROGRAMMES

Date of Application:16-10-2024

Department COMPUTER APPLICATIONS Application No. 20240080
CYBERSECURITY FOR Al

Area of Research SYSTEMS Research Mode PART TIME

Name :SHANMUGAM.M

Date of Birth / Age :30-06-1972 / 52 Years

Gender :MALE d
|} /
: I

Category ‘BC \j i /

e-Mail ID :shanmugam.muthu@gmail.com

Mobile :+12104000123

Father's/Husband's Father's/Husband's

Name MUTHU Occupation NONE

Family Income 190,100% Residental Type RURAL

Birth Place SENGANOOR, TAMIL NADU, INDIA |Mother Tongue TAMIL

Religion HINDU Martial Status SINGLE

Aadhaar No. 894669895794 PAN No. BCUPS5177D

Physically Challenged |[NO Type of Disability -

Address for Communication: Permenant Address:

APT # 22207 6/29 S

701 N VISTA RIDGE BLVD SENGANOOR, KONERIPATTI POST, POOLAMPATTI VIA

CEDAR PARK SANKARI

TEXAS DISTRICT SALEM DISTRICT

TEXAS TAMIL NADU

UNITED STATES INDIA

Pin-78613 Pin-637107

Qualification

L . . Year
Degree Discipline College/university Passed AVG/CGPA|Class Mode
BSC BOTANY BHARATHIYAR 1996 58 SECOND |JREGULAR
COMPUTER
PGDCA APPLICATIONS BHARATHIDASAN 2002 67.2 FIRST REGULAR
COMPUTER
MCA APPLICATIONS MADURAI KAMARAJ  |2004 72 FIRST DISTANCE
Experience
N . . Experience |Experience

Organization Designation From TO Work Nature
SOFTWARE DESIGN

BRAVO SYSTEM APPLICATIONS PROGRAMMER 2005-12-22 [2008-09-19 AND DEVELOPMENT
SOFTWARE DESIGN

MASTEK LIMITED SOFTWARE ENGINEER 2008-09-24 [2010-02-20 AND DEVELOPMENT
SOFTWARE

HCL AMERICA INC TECHNICAL ARCHITECT 2010-02-04 J2022-02-18 |ARCHITECT, DESIGN
AND DEVELOPMENT




ARCHITECT, DESIGN,

DEVELOP THE

SHIPT INC SENIOR DATA ENGINEER 2022-02-03 [2024-10-16 |[BICDATA
APPLICATIONS AND
TUNE THE DATA
PIPELINES.

Payment Details

. Date of
Transaction ID Reference transaction Amount Status
20240080 241018091838 ZICI2L5038NSTO 18-10-2024 |600 SUCCESS




Research Proposal
Building Scalable Architectures for Cybersecurity Data Analytics

Introduction

In the current cybersecurity environment, data from sources such as network logs and user
activities are growing rapidly and becoming more complex. Traditional security systems often struggle to
keep pace, resulting in slower threat detection and response times. This situation highlights the need for
scalable data engineering and science platforms that can efficiently manage large volumes of streaming
data and provide effective analytics.

Problem Statement

Current cybersecurity solutions face significant challenges in scalability and efficiency. Many
existing architectures are not equipped to process vast datasets in real-time, resulting in performance
bottlenecks. Additionally, the inability to integrate diverse data sources limits the effectiveness of threat
detection algorithms. This research aims to address these challenges by designing a scalable architecture
that leverages data engineering and data science techniques for enhanced cybersecurity analytics.

Objectives

1. Design a Scalable Architecture: Develop an architecture that can efficiently ingest, store, and
process large volumes of cybersecurity data.

2. Integrate Diverse Data Sources: Enable seamless integration of various data types (e.g.,
structured, semi-structured, and unstructured) from multiple sources.

3. Enhance Analytics Capabilities: Implement advanced analytics methods, including machine
learning algorithms, to improve threat detection and response times.

4. Evaluate Performance: Assess the scalability and efficiency of the proposed architecture through
comprehensive testing and analysis.

Preliminary Analysis

Initial literature reviews indicate a gap in existing solutions regarding the integration of data engineering
principles in cybersecurity analytics architectures. While there are frameworks focused on data processing,
few adequately address the need for real-time analytics at scale. Preliminary analysis of recent
advancements in big data technologies (e.g. Apache Spark) suggests potential pathways for building a
robust architecture that can efficiently manage cybersecurity data workflows.

Methodology
1. Architecture Design & Data Integration:
» Utilize microservices architecture to ensure modularity and scalability.
* Implement and upgrade a data lake approach for flexible storage and management of diverse
datasets for ETL/ELT process for various source system
* |ncorporate stream processing frameworks (eg Data Bricks) for real-time data ingestion and
analytics. Use webhooks Al Techniques and build API for real-time data integration.
2. Implementation & Performance Evaluation
* Develop machine learning models for anomaly detection and predictive analytics.
» Utilize advanced visualization tools to present insights in an accessible manner.
* Conduct stress testing and performance benchmarking under varying loads.
* Analyze latency and throughput to assess the architecture's ability to scale.

Conclusion
This research aims to advance the field of cybersecurity and Al by developing scalable architectures that
utilize data engineering and data science space. By tackling existing limitations and incorporating
advanced analytics, the proposed solution strives to improve the effectiveness of cybersecurity measures,
resulting in faster and more accurate threat detection and response for end users
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The Senate of the MADURAI KAMARAJ UNIVERSITY

hereby makes known that SHANMUGAM M has been admitted to the
DEGREE OF MASTER OF COMPUTER APPLICATIONS

he/she having been certified by duly appointed Examiners to be qualified to receive the same, and having been placed by

them in the btz ot at the Examination held in VOVEMBER 2004
: A3M7077001 801
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Given under the seal of the University
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mmeir Dated 12 November 2008 Controller of Examinations Registrar Vice-Chancellor
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The Syndicate of  the BHARATHIDASAN UNIVERSITY fierehy makes fuown
that M. SHANMUGAM fas been admitted to the
POST GRADUATE DIPLOMA IN COMPUTER SCIENCE AND APPLICATIONS,

having  been  certified by - duly appointed = Examiners to be qualified to  receive
the same at  the Txamination held in APRIL 2002
and placed in FIRST Class. '

Given under the seal of the University.
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' 0434160 ?@harathlhaﬁan lﬁnlhﬂrﬁltg, Tiruchivappalli
P.G.0.C.A DEGREE EXAMINATIONS ~ APRIL 2002
consoLipaep  STATEMENT OF MARKS
p: NAME OF CANDIDATE REGISTER NO COURSE )
SHANMUGGAM M i PD 19990270 | POST GRADUATE DIPLOMA IN
! COMPUTER SCIENCE AND APPLICATIONS
CENTRE CODE BISHOP HEBER COLLEGE TIRUCHIRAPPALLI - 620 017
\ 2
EME MAX MARKS |  MARKS AWARDED ;
GBJECTCODE — TITLE OF SUBJECT  APPEARED T TUE A | UE | ToTAL | RESULT
. ik - ool
DIGITAL COMPUTER FUNDAMENTALS NOV 2000 25| 79 (1T | 33 | S0 | PABS
PROGRAMMING IN C & DATA STRUCTURES NOV 2001 25 75 13 44 57 | PASS
COBOL PROGRAMMING (APR 2000 25 75 |13 40 | 53 | PASS
PRACTICAL ~ 1 COROL LAR [NOV 1999 25 75 (17 33 | S0 | PASS
PRALTICAL ~ II C LAB (NOV 1999 25 75 |23 70 | 93 | PASS
SYSTEMS ANALYRIS & DESIEN NOV 2001 25 7S 21 47 68 | PASS
DATA BASE MANAGEMENT SYSTEM i APR 2002 25 75 17 42  S9 | PASS
INTERNET & JAVA PROGRAMMING NOV 2000 25 75 18 46 | 66 PASS
PRACTICAL ~ III PC PACKAGES LAR APR 2000 25 75 25 74 | 99 | PASS
PRACTICAL ~ 1V  JAVA PROGRAMMING LAB (APR 2000 25 75 25 S2 | 77  PASS
TOTAL MARKS OUT OF 1000 f 1 . I ;bTZ :
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DATE: 13/8/2002

OFFICE SEAL

ANY CORRECTION WITHOUT THE ATTESTATION OF
THE CONTROLLER OF EXAMINATIONS IS INVALID

LA, - INTERNAL ASSESSMENT ULE. UNIVERSITY EXAMINATION ABS - ABSENT
MINIMUM FOR PASS IN EACH SUBJECT 40% IN LA, 40% IN U.E. AND 50% IN TOTAL {LA. + UE)

MAXIMUM MARKS FOR DISSERTATION AND VIVA VOCE: 100 (DISS:75+VIVA VOCE:25)
PASSING MINIMUM: 50% IN AGGREGATE WITH 40% IN VIVA VOCE

v

UNIT OFFICER/SECTION HEAD
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The Syndicate of - the BHARATHIDASAN UNIVERSITY fereby makes fuown
that M, SHANMUGAM has been admitted to the
POST GRADUATE DIPLOMA IN COMPUTER SCIENCE AND APPLICATIONS,

having  been ' certified by duly appointed Examiners to be qualified to receive
the same at the Examination held in APRIL 2002
and placed in FIRST Class. |
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BISHOP HEBER COLLEGE (_orema. |

TIRUCHIRAPPALLI - 620 017 [ B g
TRANSFER CERTIFICATE
( Affiliated to Bharathidasan University )
(seralto.: " rsnpa ) (AdmissionNo. ~ gags])  [RollNo. 23 j
(1 Name of the College : : BISHOP HEBER COLLEGE, TIRUCHIRAPPALLI - 620 017 & i~
2" Name of the District : TIRUCHIRAPPALLI. Y
3 Name of the Pupil (in BLOCK LETTERS as entered
in +2 or equivalent certificate) HANNLDAM N .
4 Natlonallfy, Religion and Caste ; INDTAN, HINDU, BONGU VELLALAR
5 Community
Whether he / she belongs to e @?’ ,J“ X [Bc I ] ” (!wac *,a d @T *} 'Y
e. Convert to Christianity from Scheduled Caste ~ : NGO
6 Sex LBaEE .
7 Date of Birth as entered in the Admussnon s gIaEr 1972
Register in ( figures and words ) THIRTIETH JUNE 1972 g
8 Personal marks of Identification :a)
:b)
3 ﬂ.
9 Date of admission and class in which admitted il
; 2570671999, FIRST PEOCA
(the year to be entered in words)
10 a) Class in which the pupil was studying atthe BEICA @
time of leaving (in words)
b) The course offered MAIN : FGDCA
ALLIED ' —=—=——~ &
c) Language offered under Part - | AG T Therio it
d) Medium of Instruction . ENGL1SH -
11 Whether the student has paid all the fees due to
the College YES
12 Whether the student was in receipt of any : NO —~
scholarship (Nature of the scholarship to be
specified) or Educational Concessions
13 Whether the student has undergone Medical CND &
Inspection, if any, during the academic year
(first or repeat to be specified)
14 Date on which the student actually left the College 07/04/2000 &
15 The Students Conduct and Character : GOOD
16 Date on which application for Transfer Certificate e
was made by the Student 7
17 Date of the Transfer Certificate 5 ?'-;/; ? z »; %% %%
3 } 4] =
\18 Course of Study 3 )~
Name of the College Academic Course Studied First Medium of 3}
year Language Instruction
-~
BISHOP HEBER COLLEGE
1993 - 2000 NUEER O e G e s | ENGLISH
o~
O{L QA’_M_.
PRINCIPAL, -
$ishop Heber (Evaning) College
“Tiruchirapalli - 620 017
Signature of the Principal
Note: (1) Erasures and unauthenttcated or fradulent alteration in the certificate will lead to its cancellation.
(2) Should be signed in ink by the Head of the Institution who will be held responsible for the correctness of the entries.
Declaration by | hereby declare that the particulars recorded against items 2 to 8 are correct and that
the Student . no change will be demanded by me in future
o

i T

Signature'of the student

aouuyg
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EXPERIENCE LETTER

TO WHOMSOEVER IT MAY CONCERN

This is to certify that Mr. SHANMUGAM MUTHU, Employee code 51318852 was an
employee of HCL Group from Feb 04, 2010 tll Feb 18, 2022.

As por our records, his last assignment was with HCL AMERICA INC. from Oct 27, 2012
till Feb 18, 2022 and his fast designation at the time of exit from the company was
SENIOR TECHNICAL LEAD.

We wish SHANMUGAM MUTHU all the best in his future endeavours.

For HCL AMERICA INC.
o s~

Authorized Signatory

Date: Mar 13, 2022

This is & compUinr-geraramd forumeni and ceesT MU & company seal.

o [ = &



A

FACTSPAN

NikirEs

Date: May 12, 2023

Mr. Shanmugam Muthu
Lead Consultant -Data Enginear

RE: Experience Lotter

Dear Shanmugam,

This = to confinm that you have been refieved from the services of the company as on closing hours of Thursday,
18 April 2023,

We appreciate you for the services rendered since 3 February 2022 and wish you all the best for all your
future andeavors,

Sincerely,

Anjo Vidbani

Anju Vidhani
Manager HRBP
Emall: anju.vidhani@factspan.com

info@factspan.com Suite# 1960, 19th Floor,
Contact: +1 646 934 6513 210 4th Ave, Seattle, WA 98121



{
A
Vartes Lamitnd, Wasiel shtierwiuen Coptme L7, Secstr b mtlemvurn Baatnety Park
G Thane Dot Mg Momaar, Mt Mandel 400 712, Ml Mastek
WM TN S0 MY M T an Fan Y 20 170 10 e b oo
.

19® February, 2010

TO WHOMSOEVER I'T MAY CONCERN

This is to tertify that Mr. Shanmugam Muthu was employed in our organization as Soflware
Engineer from 24™ September, 2008 to 22* January, 2010.

During this tenure he has carried out his duties responsibly.

He has proven himself to be a responsible and dedicated professional throughout his tenure with
us and has always demonstrated excellent conduct

We appreciate his contributions to the organization and wish him all the best for fnure
endeavors.

For Mastek Ltd,

Lo

Supriya Keluskar
Assistant Manager- Human Resources
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SHANMUGAM M L
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MUTHU K
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SANKAR! TK SALEM DT 837107
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TO WHOMSOEVER IT MAY CONCERN

This is to certify that Mr. SHANMUGAM MUTHU, Employee code 51318852 was an
employee of HCL Group from Feb 04, 2010 tll Feb 18, 2022.
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till Feb 18, 2022 and his fast designation at the time of exit from the company was
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*CERTIFICATE No.

‘ )

DISTRICT CODE|O|b

TALUK CODE[O| b

1804531

VILLAGE CODE|O|!| |JF

COMMUNITY CERTIFICATE

This 1s to certify that. M.. SHANMUGIAM. ..............

c‘ o .S o&&M co ... district of the State of Tamil Nadu

belongs to...... FoN- Gt ELLALEAR .. ... community, which
ts recognised as a Backward Class/Scheduled G&ste/Scheduled ~Fribe

as.per G.O. Ms, Nol&6d SwiD. ... Dated 30-7-85. ... /The
&e‘fﬁﬁmdem-fkmendmeﬂb)—,&a—ﬁlgﬁ, vide SI. No.. 3. ..

d Qrs. Dy. Tahsildar
ion : SANKARI

cate Number s to be filiad in the Application Forms.

N —Competent Au horities for issue of Certificate : For SC/STs, except Konda Reddis,
g Tah??eTahmlurs for Konda Reddis, R.D.O.’s; for B.Cs. and O.Cs., Head Quarter’!
Deputy Tahsildars/Special Deouty Tahsildars,

\




