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SECURITY IN IoT BASED HEALTHCARE SYSTEMS

Online diagnosis is a widely used standard data service in current healthcare systems. Real-time physical
data is collected with the help of IoT via body sensors and software, which informs real-time decision-
making with the help of online diagnosis. As the collected user data and diagnosis results contain sensitive
information, a privacy leakage or hacking might lead to misguidance or even fatal incidents. As a third-
party cloud service is involved, data protection is becoming a serious issue. On the other hand, with resource
constrained [oT devices, standard security measures are not provided. Regarding the parameters, less
computation time with low cost, proper steps for anonymity, adaptability and accuracy should be
considered. To overcome these shortcomings, designing a lightweight algorithm providing both high
security and less computation time is needed. Also, the implementation of Al for both data processing and

assisting online diagnosis is to be done.

CURRENT STATUS -

1. A third party provides cloud platforms to the cloud client, data protection is the primary
issue.

2. Standard security (counter) measures are not effective, with the presence of resource
constrained IoT devices.

3. Centralized database - security problems Denial of Service (DoS) attacks and a single
point of failure.

4. the collected user data, diagnosis results and the deployed machine learning model
contain sensitive information of users and the healthcare provider, which may lead to

serious privacy leakage.

LIMITATIONS IN CURRENT SYSTEM
1. Computation time
. High cost

. No measures for anonymity

2

3

4. Centralized systems
5. Security from third party cloud.
6

. Adaptability for moving IoT devices.



EXISTING ALGORITHMS
1. Elliptic Curve Cryptosystems (ECC)
2. Advanced Encryption Standard (AES)
3. Data Encryption Standard (DES)
4. BlowFish

PROPOSED WORK

This study proposes the design and implementation of a robust three-tier architecture utilizing blockchain
technology for the purpose of ensuring the secure storage of patients' health data. The architectural design
will incorporate blockchain technology in order to guarantee the integrity of data records and improve the
interoperability of the system. By keeping an eye on and tracking all events connected to database data, this

will be possible.

Develop a robust algorithm, based on blockchain technology, that ensures secure access to health records.
This study aims to investigate the possible application of blockchain, a decentralized and distributed
technology, to mitigating security challenges inside Internet of Things (IoT) networks enabled by 5G
technology. This study aims to propose a pragmatic framework for the integration of blockchain technology
in order to enhance the security of cellular-enabled Internet of Things (IoT) networks, with a particular
focus on the principle of decentralization. The proposed model utilizes a hybrid self-clustering evolutionary
algorithm (EC) that integrates genetic algorithms (GA) and simulated annealing (SA) techniques. This
approach aims to effectively divide the Internet of Things (IoT) network into distinct clusters, thereby

improving its multi-layer architecture and prolonging the network's longevity.
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ALFALAK m
ELECTRONIC EQUIPMENT & SUPPLIES CO.
C.R. 2051008098 msl l
10 September 2025
18/03/1447
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Employment Certificate.

We hereby certificate the following:

Empioyee Code : 105787

Name: SUDHAKAR AYYANAR
Nationality : Indian

ID Number : 2375255201
Joining Date : 08/01/2015
Position : Senior Schedule Engineer

He is presently employed with Alfalak.

This certification is issued to the employee upon his request without any

legal or financial liability to the company.

Abdullah Faisal Algrooni.
Human Resources Management.
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AL FALAK Electionic Equipment & Supplies Co.
Clnsed Saudi Joint Stock Co. 3

C. B, 2051008098

HEAD OFFICE
—— Closed Saudi Joint Stock Company

KINGDOM OF SAUDI ARABIA PAID UP CAPITAL SR. 75,000.000

PO. Box 1963- Al-Khoabr 31952
Tel.: +966 13 882 9995 - Fax: +966 13 882 2136

REGIONAL OFFICE

PO. Box 16091 - Riyadh 11464 - Tel.: (+966) 11 464 8733 - Fax: (+966) 11 465 4739
PO. Box 13401 - Jeddah 21493 - Tel.: (+966) 12 661 1199 - Fax: (+966) 12 661 3337
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TRACTEBEL Engineering

GOF S\

TRACTEBEL ENGINEERING pvt. ltd.
10-A, Shivaji Marg, New Delhi 110015 - INDIA
tel. + 91 11 4701 2200, fax + 91 11 4701 2244
engineering-in@gdfsuez.com
www.tractebel-engineering-gdfsuez.com

YOUR REF.:
OUR REF.: TE-IN / APNT/ 2464
15!

writer: bonico BINDRA
Direct tel, +91 11 4701 2265 - Direct fax 491 11 4701 2244
e-mail: monica.bindra@gdfsuez.com

Date: November 30, 2013
Subject: Experience Letter

TO WHOMSOEVER IT MAY CONCERN

This is to certify that Mr. A. SUDHAKAR (Employee Code: 0714) has worked in our organization
from May 18, 2012 till November 30, 2013. At the time of leaving he was designated as Senior

Lead Engineer-Electro-Mechanical.
He left the services of the Company on his own accord.

We wish him success for the future.
With regards,
f 0

Sanjiv KUMAR ne HARVENGT
General Manager-Human Resource General Manager-Finance & Accounts

PDF processed with CutePDF evaluation edition www.CutePDF.com




Tractebel Engineering Private Limited
TRACTEBEL trgieering 10A Shivaji Marg
“RLEMES New Delhi 110015

Final Settlement Statement

Emp Code - 0714 Dale of Joining. 18/05/2012
np Name | A Sudhakar Date of Resignation 28/10/2013
Designation - Sr. Lead Engineer-Elec. Mech. Date of Leaving: 30/11/2013
@epag‘m*en : Thermal Vertical Grade - C4A
ave Balance Days: 5 Shortfall of Notice Pericd Days: ©

CEarnings

Hasic
S s AT . ’ Ao WA Ta)
C House Rent Allowance 25182 40

Transport Allowancs

oy

Professional Allowance

| Moblie Reimbursement
Leave Travel Allowance BROTT G0

- Other Eamings {Gratuity)

tEx Gralia

: Leave Encashment

TOTAL 302481.00

. Deductions:

. Provident Fund

. Income Tax

TOTAL ' 44927 0

[ v )
| Net Payable/Recoverable N . 25785400
B ('\ {F\}
Cy;@f:‘;ﬁ. (‘:jx,,/k AA,, /wwj
e

—
——
\// I

PDF processed with CutePDF evaluation edition www.CutePDF.com




LANCD

Always Inspiring

LITL/HR/2012/00 101641 09" May 2012

Name : Mr. A. Sudhakar Date of Joining : 03/12/2007
Emp. Code :00101461 Date of Resignation : 18/03/2012
Designation : Manager-E& M. Date of Relieving :09/05/2012

Relieving/Experience Certificate

This is to certify that, Mr. A. Sudhakar, S/o Shri. N.Ayyanar was working with
us from 0374 December 2007 to 09th May 2012. At the time of his relieving on
09t May 2012, He was working in the capacity of “Manager- E & M". During
his stay with us we found him to be sincere, hard working & dedicated to his
job & responsibilities. He left the job of his own accord.

We wish him all the very best in his future endeavors.

For LANCO INFRATECH LIMITED

e
AJAYA KUMAR SAHOO

GENERAL MANAGER- HR

Lanco Infratech Limited

Office: Hydro Division, Plot # 404 405, Udyog Vihar, Phase - 3, Gurgaon - 122 016, New Delhi Region, India.
T+911246152700F +91 124 615 2872
Corporate Office: Lanco House, Plot # 397, Udyog Vihar, Phase - 3, Gurgaon - 122 016, New Delhi Region, India.

T+91 124474 1000 F +91 124 474 1088 E info@lancogroup.com
Registered Office: Lanco House, Plot No.4, Software Units Layout, HITEC City, Madhapur, Hyderabad - 500 081, AP, Ind!a.
T+91 40 4009 0400 F +91 40 2311 6127 E info@lancogroup.com
www.lancogroup.com

PDF processed with CutePDF evaluation edition www.CutePDF.com



BOVING FOURESS LIMITED [
A Fouress Group Company = o

Plot No. 7. KIADB Industrial Area, Hosakote - 562 114, ‘Bangalore Dist, INDIA & S=====s
+ Phone : §1-80- 27971641 (6 lines) Fax : 91-80- 27071455 | 27971528, E-mail : foursbov@vsnl.com RWTUV

Ref : BFL/PER/127/2007-08 ‘ By Regd.Post with Ack.Due
Date : 14" December,2007 -

Mr.A.Sudhakar,
S/0.N.Ayyanar,
Ganapathl Sundara Nachlarpuram 4

uuuuc.xu_, ...p.lf 2hes} Dr\c-i'

Rajapalayam Talug, -
Virudhunagar Dist -
Tamilnadu — 626 142

- Dear Mr.Sudhakar,

Please find enclosed a cheque bearing No.431862 dated 1.12.2007 for an ‘amount of
Rs.18050/- being the salary for the month-of November, 2007.

Kindly acknowledge the receipt of the cheque for our records.
Thanking you,

Yours faithfully, -
For BO ?yvaOUREss LIMITED,

WP ommww

(K.P.SESHADRI)
Officer (P & A)

Encl: As above

Regd. Office : Plot No. 2, Phase - Il, Peenya Industrial Area, Bangalore - 560 058.



Date:31/10/07
Resign Letter

From,
A.Sudhakar
ESD-Project Team-II

To,
Project Manager Team-II

Subject: Resign Letter

Dear Sir,
Due to my personal problem i could not continue my present job so please
relive me at 31/11/07 1 will be obey to company rule. This is for your kind information.

Yours obediently,
A.Sudhakar

- -
| ﬁ//./f/"”/ K/gc’(



VATECHHYDRO

1. Name of Employee
2. Employee Code
3. Date of Joining

4, Department

5. Designation at the time of Joining

6. Date of Leaving

7. Last Designation Held

8. Last Salary Drawn

Q. Nature of Employment

10. Conduct

11, Reason of Leaving

ANDRITL

SERVICE CERTIFICATE

Mr. A. Sudhakar

10376

12.05.2004

02" August 2007

System Engineering

Jr. Engineer
27.07.2007
Engineer

Basic

H.R.A.

Conv. Allow.
Spl.Allow.

LTA & Medical
PF, Bonus &
Gratuity

Regular
Good

Resignation.

For VA TECH Escher Wyss Flovel Ltd.

U "

Satish Kumar

Dy. Manager — Human Resources

VA TECH Escher Wyss Flovel Ltd.
Works ©

4915, Mathura Road,

Vill. Prithla, Tehsil Palwal-121 102

Distt. Faridabad (Haryana) India

Phone : +81-1275-262161-163

Fax 1 +91-1275-262055

Reaqtstered Office :

13/1, Mathura Road, Faridabad-121 003
Haryana, India

Phone : +91-129-2274319, 2278801
Fax 1 +91-129-2274320

E-mail : contact@vatewf.com

: Rs.10,140/-P.M.

: Rs. 4,056/- "

: Rs. B0O/- ™

: Rs.1,450/-

: One month Basic P.A.
: As per Act



VeeVee Controls Private Limited

(An 1SO 9001 : 2000 Company)
Plot No. L-3 & 4, 9th Cross, 1st Stage, Peenya Industrial Estate, Bangalore - 560 058.
Ph : 0B0-28394587, 28379161, 28379162, Tele Fax : 080-28397316
Email - vvcblr@ satyam.net.in

ISO 9001 : 2000

To Whomsoever it may Concern

This is to certify that Mr., A.SUDHAKAR is working in our organization
Since August 2001 as a Design Engineer. During Working he has been involved in
total Execution of the projects allotted to him from beginning to the end. At work his
involvement in the Job with character and conduct found most satisfactory. We wish
him all the successes in his new future.

For Vee Vee Controls Pvt Ltd.,
Bangalore-560058.

%5&7 0610974

Managing Director—
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@Glsita N ATl J

DEPARTMENT OF TECHNICAL EDUCATION
CHENNAI - 600 025, TAMIL NADU

This Dﬁa[oma in
ELECTRONICS AND COMMUNICATION ENGINEERING
is awarded to
SUDHAKAR A
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Chairman and Chairman
Board of Examinations State Board of Technical Education and
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YEAR: APRIL 2001 |
GOVERNMENT OF TAMILNADU

REGISTERNO: 1400276
DEPARTMENT OF TECHNICAL EDUCATION
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Certified that ......... ﬂé@%&ﬂ«w ....................................
S/D of /\%MWL .................................................................

]
having attended the ......... {#Jmm .course and passed
the examination in the vear ............ 2003 .......................... from this

university has been awarded the degree of

Bachelor of Wechnology
N o EM ........ E.Wm&ﬂn@'l ................ Engineering
Udaipur

LY \’y
Date 3.12.2010 ém& Chancellor

g — |




—~. J.R.N. Rajasthan Vidyapeeth University
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(Declaired Under section 3 of the UGC Adt, 1956 vide Notification No, F. 9-5/84-U-3, January 12, 1987 of the Government of India)
Pratap Nagar, Udaipur - 313 001, Rajasthan, INDIA

MEMORANDUM OF MARKS

B.Téch in Electrical Engineering (Eighth Semester) Examination - July 2009

Sr. No: 165375 RolINo.;: 171254 Enrollment No.: DE-II/05/25347
Name: A. SUDHAKAR '
Father's/Husband's Name: NAYYANAR
Mother's Name: RAJALAKSHMI

University Examination Internal Assessment Total
':;':g Maximum Marks - Maximum Marks Max./Min. Marks Remark
Marks Secured - Marks Secured Marks Secured

‘BEE6 75 19 25 21 . 100/40 40 P
BEE7 75 40 25 24 100/40 64 P
BEES 75 ! 33 25 24 100/40 57 P
BEES W i 100 95 100/40 95 P
BEE6GP 75 66 25 24 100/40 90 P
Grand Total 500 346

Passed ~ Grade B

Subjects Details:

BEE6-Machine Drives

BEE7-Deslgn & Estimation Of Electrical System
BEE8-Electrical Machine Design

BEE9-Project

BEE6P-Machine Drives (Practical)

Semester | Semester| Semester | Semester | Semester Semester | Semester [Semester | Grand Total |Grade
I II II1 v Vv VI Vil VIII

L.E LLE 411 / 700 433/ 700 | 462 / 700 | 366 / 700 [ 413 / 700 | 346 / 500| 2431/4000 B

Remark: P- Pass; F- Fail; GM- Grace Mark

Entered By : \\ \(erified By : oh Scrutinized By : /L.
Py .

Udaipur

Dated : ;
Dy. Controller of Examinations

e
igley OCTOBER 2009 ADMASTER, :
18/% -1 23v
A GOVT. HR. SEC. SCHOOL-
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DIRECTORATE OF DISTANCE EDUCTATION

(Declared Under Section 3 of the UGC Act, 1956 vide Notification No. E9-5/84-U-3, January 12, 1987 of the Government of India)
Pratap Nagar, Udaipur 313 003
Rajasthan (India)
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Roll No. 171254
Enrol. No. DE-11/05/25347

PROVISIONAL CERTIFICATE

S. No.

7=

Certified that A subHAkAR
S./0.,D/0. [ AYYANAR

has passed his/her B.TECH IN ELECTRICAL

XXXXHXKKXKXKKXKXKXK ~ and was placed in  Grade-B

dixisdoar, in the session  /vear juy-2000 from Janardan Rai Nagar Rajasthan

Vidyapeeth University, Udaipur in R&gu:lm_s[Disténce Mode

Udaipur Dated  25-reb-11 RegisBnaConyo's
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(TO BE PUBLISHED IN THE GAZETTE OF INDIA PART-1 SECTION-1)
No. F. 31-1/98-U.3
Government of India
Ministry of Human Resource Development
Department of Secondary & Higher Education

Shastri Bhawan, New Delhi
19 August 2003

NOTIFICATION

Rajasthan Vidyapeeth, Udaipur was granted Deemed to be University status under the provision of Section 3 of
the University Grants Commission Act, 1956 (3 of 1956) vide this Ministry's Notification No. F.9/84-U.3 dated
January 12, 1987.

The Central Government on the request of the Rajasthan Vidyapeeth and on the advise of University Grants
commission hereby declare that the name of the Rajasthan Vidyapeeth, Udaipur is changed to Janardan Rai
Nagar Rajasthan Vidyapeeth, Udaipur, Rajasthan with immediate effect. '

(pmw/

(Ravi Mathur)
Joint Secretary to the Government of India
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SUBJECT MARKS i
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SCIENCE 30 SEVEN'ZEREB,_ R
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SOCIAL SCIENGE ' EVEN"SIX ¢
TOTAL 382 THREE EIGHT-TMD
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